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Everyone 
deserves good 

internet security.



Less than 1% of top 
web sites use security 

features available today.



The future [of security] is 
already here, but it’s not 

evenly distributed.
William Gibson, adapted.



Internet is insecure by 
default. To be secure, we 

need to work hard.



WHOIS, DNS, DNSSEC, DANE, CAA, 
SMTP, STARTTLS, MTA-STS, X.509, 

CAs, SPF, DKIM, DMARC, ARC, IPv4, 
IPv6, HTTP/2, Cookies, SSL, TLS, 

HSTS, HPKP, RC4, SHA, CT, Expect-
CT, Referrer Policy, Mixed content, 
CSP, SRI, privacy, and many more…
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No one has time, 
expertise, or budget 

to do all of this properly.



Level 0. There is  
no security.
No standards, know-how, or 

awareness. Experts can’t agree.



Level 1. Security is 
very difficult and 

expensive.
Only for the wealthiest, most 

exposed, and most determined.



Level 2. Security is 
possible, but at 
substantial cost.
Within the reach of many, but must fight 
bad tools, libraries, docs, and practices.



Level 3. Security is a 
widely-accepted best 

practice.
Documentation and know-how widely 

available, most can get it right.



Level 4. Security is 
required, by industry 

or law.
Security is now in the mainstream, and 
required to belong in the community.



Level 5. Security is 
built-in for everyone.



From: “Integrating Software Assurance into the Software Development Life Cycle” (2010) 

End-game: 
Built-in Security



End-game: 
Built-in Transparency



SSL Labs (2009)



Make security  
interesting

Usable security that  
people actually want to use.





Make security  
interesting, 

easy, and fun.



“Try it now”
Remove the barrier to entry by  
making tools easily available.



Make it clear
Hide most of technical information. What 

you do show, make clear and relevant. 



It should 
be a game

Develop useful grading criteria that  
makes the next step just out of reach.



SSL Pulse







Easy to 
understand and 

communicate

Wide coverage 
of security and 
configurations 

standards

Simple on  
the surface



Hundreds of 
complex tests 

under the hood

Full data 
available when 

needed

Correlation and 
meaningful 

findings



Full data 
available 

as needed



Ease of Use  
Reports show only what they need 
to, and provide practical advice.



“Doesn’t look like a 
security product”

— One of our early users



Transparency is a 
vital ingredient

Transparency creates urgency. Urgency 
creates budget. Things get done.



Public 
dashboards

In partnership 
with official 

organisations











Everyone 
starts with 
the default 

badge

If you have 
robust HTTPS 
you get this 
one instead

HARDENIZEHARDENIZE

Web site badges



Simplified to 
focus on most 

important 
aspects first.



EVERYONE DESERVES 
GOOD INTERNET SECURITY

 Free public  
assessments

Public 
dashboards

Security badge


