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Defend. Detect. Deter.
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ARXAN AT SMAMA HANDOUT VERSION

APPLICATION SECURITY - BUILD IT SECURE, KEEP IT SECURE
MIRKO BRANDNER
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• Intention
– Very, very short company overview
– Introduce all the buzzwords
– Becoming more technical as the presentation continues

• From Techies for Techies
• As as short as possible but always enough to understand

• Solutions
– Vulnerabilities, current Platforms & Tools
– Focus Application Hardening Apps for Mobile Devices (iOS, Android)

• Native and JavaScript

– Hardening using Guards and Guard Networks 

Agenda for 30 mins 
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• HQ SAN Francisco (CA), USA
• Founded in 2001
• Global Offices USA, EMEA & APAC
• 140 employees (50% development)
• R&D in America and Europe

About ARXAN

Application Security
Application Hardening, WhiteBox Cryptography, Mobile Application Management
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Arxan Products, Benefits and Threats
Objective Binary Protection & JS code Key Protection Mobile App Management

Threats Tampering, Reversing-Engineering, 
Unauthorized Access

Key Discovery Tampering, Unauthorized 
Access, public access to store

Products Binary Code Integrity: 
- GuardIT® and EnsureIT™ (Mobile)
Source Code Integrity:
- SecureJS (JavaScript)

Key Protection:
TransformIT® Whitebox 
Cryptography

Apperian EASE

Broad 
Coverage

Desktop, Server
Embedded & Mobile Apps
Multi-Platform Coverage 

Support for Major 
Cryptographic 
Algorithms: RSA, AES, 
ECC,DESS
Multi-Platform 
Coverage

iOS and Android
Diverse policies

Benefits • IP Protection, Piracy –Prevention
• Preserve Integrity of Code and 

Business Models

• Secure Premium 
Content or Data

• Preserve Integrity of 
Intellectual Property 
and Business Models

• Onboarding, inspect, protect,  
sign, deploy, measure

• Your independent own store
• Applies parallel to MDM
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Customers and Verticals
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Sorry, we are not allowed to present our 
customers in written form to the public 
or provide Gartner content about 
Application Shielding in these follow-up 
slides.
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Binary Protection – no source code touched!?

Mobile Device 
Management/Mobile 
Application Management

App Protection/App 
Hardening

Exposes vulnerabilities

Sets authentication policies, encrypts files saved by 
app

Remote debugging and tracking for BYOD 
Initiatives

Pen Testing

Secure Development Best practices for coding

Provide self-defense and tamper-proofing; 
prevents tampering, unauthorized 
access/analysis, code insertion

Secure
Apps

Authentication PWs, biometrics, root detection – authenticates
user and/or environment

Code 
Signing

Validates origin of code

Static/Dynamic Scanning Identifies vulnerabilities
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Multi-Platform Support for Binary Protection & JS
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JavaARMX86 .NET

Native Code         Managed Code    JS source  

JavaScript
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Why Application Security and Arxan at all?
Infos from IBM / Ponemon Institute
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Sicher entwickeln / Sicher bleiben
https://www.owasp.org/index.php/Mobile_Top_10_2016-Top_10
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Some Public Tools

11
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Defend
Against 
compromise

• Advanced Obfuscation
• Encryption
• Pre-Damage
• Metadata Removal

How We Protect Binary Applications
some Guards for various platforms

Detect
attacks at run time

• Checksum
• Anti-Debug
• Resource Verification
• Jailbreak/Root Detection
• Swizzle / Hook Detection

Deter
to ward off attacks

• Repair
• Custom Reactions
• Shut Down (Exit, Fail)
• Alert / Phone Home

Protected App 
• Self-defending
• Tamper-resistant
• Hardened against hacking attacks & malware exploits 
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… more Guards and Parameters
for multiple platforms, not always the same on all platforms

13

• Encryption Wrapper

• Authentication

• Value Verification

• Renaming 

• Resource Encryption

• Data Obfuscation

• Custom Guards

• Garbage Code

• ... more to come

Parameters
• Different algorithms
• Performance vs Security
• Range / Invocations
• Execution Probabilities
• Seeding
• Logs (e.g. for renaming)
• Debugging
• Actions
• ...

... more possibilities
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What makes Arxan successful?
Protecting the Protection

14

Renaming	Guard	

String	Encryp3on	Guard	

Control	Flow	Obfusca1on	Guards	

Secure	
Container	

Sta3c	
Data	

Proprietary	
Algorithms	

Mobile	
Payment	

User		
Login	

Checksum	
Guard	

Checksum	
Guard	

Checksum	
Guard	

Jailbreak	
Detec3on	

Jailbreak	
Detec3on	

Swizzle	
Detec3on	

Launch	

Debugger	
Detec3on	

Hook	
Detec3on	

Checksum	
Guard	

Checksum	
Guard	

Checksum	
Guard	

Checksum	
Guard	

Checksum	
Guard	

Checksum	
Guard	

Checksum	
Guard	

Checksum	
Guard	 • Each Guard provides security itself

• Fine grained control, fully customizable
• Multi-Layered Guard Network 
• with Defense in Depth (first Guard layer 

protects code, additional Guard layers 
protect lower-level Guards)
• Risk-Based, Custom Created for Each 

Application
• Randomized Binary Implementation for 

Automated Variability (every build 
looks different)
• Think Templates for Guards!
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Adding Protection
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Build Script is modified
to run Arxan product.
Arxan inserts Guards 
specified in the GuardSpec
into the unprotected 
binary.  Guard Library 
contains many different 
Guard Types and 
thousands of Guard 
instances.

Guards fully 
dissolve into 
binary and 
cannot be 
isolated or 
identified.  No 
accompanyin
g libraries or 
need to 
connect to 
Arxan at run-
time.

Unprotected
executable, DLL, 
Shared Library or 

Lib or Jar

Protected
Application or Lib 

Binary

Arxan Guard
Insertion Engine

Configuration file is written to specify which 
Arxan Guards to place in the application 
binary and where.
You know what is protected  in which way at 
what time!

GuardSpec™

Guard 
Library

Guard Insertion Engine
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Integration with focus on iOS / Android
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• Xcode/xcodebuild integration per Xcode plug-in / xcodebuild
• Integration into LLVM toolchain

• Java
• Integration with gradle (therefore also Android Studio)
• APK protection

• Native
• Integration with ndk-build
• Integration into LLVM toolchain

• Protection (Guard Insertion) Engines usable per IDE or build management / 
command line, therefore usable from Jenkins etc.
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Guards and managable Impact

• Guards are protection 
primitives that are inserted 
into your application.

• Guards are inserted for each 
binary based on the 
configuration of each Guard 
defined in the GuardSpec.

• Guards add security but also 
increase code size and 
execution time which can 
be adjusted by using 
parameters. How much is a 
matter of good
configuration.

17

PerformanceProtection
Strength
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• JavaScript Protection (SecureJS)
• source transformation protection
• supports ECMAScript 5,6
• not binary protection
• in the cloud solution or on premise
• supporting multiple architecture 

development platforms, hybrid apps
• Very fast obfuscation
• Static and dynamic protection (Guards)

• Apache Cordova Solution
• Example package
• Several enhanced topics in development
• Other frameworks in work

Application Protection of JavaScript

18
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SecureJS Features
Useful performance?
• Product has been performance and 

externally pen tested against competition 
with very good results 

• Generally available for 4 months now
– In evaluation with plenty of early bird companies for 

6 months
– Applied even in Web Gaming
– Cordova solutions / examples
– More enhancements, size and performance 

optimization upcoming
– More Guards and features for server environments

Guards include Operator Removal and Minification and 
dynamic Guards are interwoven
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JS - Which One Would You Rather Hack?

• “Ugly” one liner
• Actually regular, executable 

Code
• Contains:

– Interwoven Guards
– Transformations like renaming in  

overall project
– Debugger detection
– Checksums
– And more …
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Processing from Cmd line / Jenkins / Cloud

21

Inputs
• Single files
• Whole folders, ZIP files
• Various options
• Configuration file
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Java Protection Example and Decompilation

22
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Passive Guard Example: Control Flow Obfuscation

Before: Unprotected After: Protected Makes code very difficult to 

read and breaks static 

analysis.  Techniques used 

include inserting dummy 

code, instruction substitution, 

path merging, block and 

symbol shuffling, inlining, 

opaque predicates, jump 

instructions, and more
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Checksum Guard detects Tampering

24

Checksum
Guard

Protected 
Range

Checksum of 
Protected Range of 
binary created and 

hidden in the 
protected binary.  

Original 
Checksum: 

0x7f3400EA

Checksum at Run 
Time if Tampered:
0x1E2F34BD

At runtime a 
Checksum of the 

Protected Range is 
created and 

compared against 
Original Checksum.  

Guard triggers if no 
match

Checksum
Guard

Tampered
Code
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React: Self-Repairing a Tampered App

25

Repair
Guard

Protected 
Range

Protected 
Range is 
encrypted 
and stored 

into the 
application

Original 
Protected App

Hacked 
Application

If app is found to 
be tampered with 
then the Protected 
Range can self-
heal using the 
master version to 
overwrite the 
tampered version 
so program 
execution can 
continue.

Repair
Guard

Attacker
Modified
Range

Encrypted
Store

(Original)
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Thank you!
Mirko Brandner – mbrandner@arxan.com

Additional Information Available at Arxan.com


